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1. Infroduction
1.1. About the product

Dokimes is a comprehensive testing tool for Functional, Performance, and Security testing,
designed to simplify API testing. It provides detailed metrics, an intuitive user interface, and Test
case management. Dokimes supports testing in various browsers and offers comprehensive

dashboards and reports for API testing results.

Dokimes is an intuitive no-code API testing platform intended to automate the entire
testing process. The platform offers resources for automating independent API validations and

End-to-End Business flows with the highest level of test coverage using smart assertions.

When to opt for Dokimes?2

New Projects: Start new projects with Dokimes for comprehensive API testing to establish robust
APIs from the get-go.

Existing Projects: Enhance ongoing projects by identifying and resolving APl issues, and
maintaining high-quality standards.

Cl/CD Automation: Automate API testing in your CI/CD pipeline with Dokimes, integrating

seamlessly for efficient deployment.

1.2. System requirements

Dokimes is a Web tool, and It's designed to work across a wide range of environments and
platforms, but it's essential to check these key prerequisites. You'll need a modern web browser,

and a stable internet connection.

1.3. Installation and Setup

Since Dokimes is a web tool, you can directly access the application by visiting the link
below. And providing the tool credentials to log in to the application.

https://app.dokimes.qi
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2. Getting Started
2.1. Quick Start Guide

Welcome to the Quick Start Guide for our Dokimes Product. This guide is designed to get
you up and running with your API testing quickly. If you're new to the product or simply looking for

a fast way to start testing, this section is for you.

2.2. User Registration

User registration is a straightforward process that allows you to create a user account,
enabling you to access and use our Automated API Testing Product. This section will guide you

through the steps to register as a new user.
2.2.1. New User Registration

1. Access the Registration Page: Start by opening your web browser hitps://app.dokimes.ai/ and

navigating to the product's registration page by clicking on the “Register as a new user”

button.

Email Id

Email@work.com

Password

Enter password

Forgot Password?

AUTOMATE. RELAX. REPEAT.

New to our platform?

Register as a new user
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2. Provide Your Information:

a. Email Address: Enter a valid email address. This will be used for account-related
noftifications and password recovery, and this will be your username that you'll be using

for logging in

b. Password: Create a strong password. Ensure it meets any specific password

requirements provided by the product

3. And below are the mandatory fields that you must provide for communication purposes.

a. First name, Last name, Job Title, Organization Name, Zip Code, Country, Contact

Number

Create An Account

First Name* Last Name*

Enter First Name Enter Last Name
Password* Confirm Password™*

Enter password LN
Use 8 or more characters with mix of letters, capital letters, numbers and symbols
Email Address™ Job Title*

AUTOMATE. RELAX. REPEAT.

emaill ork.com enter Job litle

Organization Name* Zip Code*
nter Organization Name nter Zip code

Country* Website Link

Create An Account

Email Address* Job Title*
Email@work.com Enter Job Title

Organization Name* Zip Code*
Enter Organization Name Enter Zip code

Country* Website Link

AUTOMATE. RELAX. REPEAT.

Contact Number*

nter Contact Numbe

4. Click on “Create An Account” button, the OTP will be sent to the entered email address and
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the page will navigated to OTP verification page
In the OTP verification page, enter the OTP received in your entered mail address and click on

“Verify” button
If the OTP is not received to your mail, there is an option to re-send the OTP again

Confirmation email: After submitting your registration details, the account will be created and
the page will be navigated to the login page. You will receive a confirmation email at the

address you provided.

OTP Verification

Please enter the 6 digit code sent to your

registered email

Resend in 00 : 06
AUTOMATE. RELAX. REPEAT.

OTP Verification

Please enter the 6 digit code sent to your

registered email

Didn't receive the cudeo resend otp

AUTOMATE. RELAX. REPEAT.
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2.3. Logging in and User roles

Logging in to our Dokimes Product is the first step in accessing your account and the
associated functionalities. Depending on your user role, you'll have specific permissions and access
levels within the product. This section will guide you through the login process and explain the

different user roles.

23.1. Logging In:

With your registration complete, you can now log in with your newly created account. To do so:

1. Access the Login Page: Open your web browser hitps://app.dokimes.ai/ and navigate to the

product's login page.
2. Enter Your Credentials:
a. Username or Email: Provide your registered username or the email associated with your
account.
b. Password: Enter your password.
3. After entering your credentials, click the "Sign In" button to access your account and you will
be navigated to the project overview page. You're now ready to explore the full range of

features and functionalities offered by our Automated API Testing Product.

Email Id

Email@work.com

Email is required

Password

Enter password

Forgot Password?

AUTOMATE. RELAX. REPEAT.

New to our platform?

Register as a new user
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2.3.2. User Roles

Our product features different user roles, each with specific access rights and
responsibilities. User roles help control who can perform certain actions within the product. Here

are the two user roles:

1. Administrator: Administrators have full control over the product. They can create and manage

projects, invite feam members, and configure settings. Administrators can also add or remove

users and assign user roles.

2. Team Member: Team Members focus on creating and executing tests within existing projects.

They can create and edit test cases, run tests, and access test results. Team Members do not

have the authority to manage user roles or configurations.

2.4. What will you do when you Forgot the Password?

If you've forgotten your password, you can easily do so using our "Forgot Password" feature.
This section will guide you through the steps to reset your password and regain access to your

account.

24.1. Password Reset Process:

1. Access the Login Page: Start by going to the product's login page. You can typically find the

"Forgot Password" link in the login form

Email Id
Email@work.com
Password
Enter password
Forgot Password?
AUTOMATE. RELAX. REPEAT.

New to our platform?

Register as a new user
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Initiate Password Reset: Click on the "Forgot Password" link. This will typically redirect you to a
password reset page.

Enter Your Email: Enfer the email address associated with your account.

Submit Request: After entering your email, click the "Continue" button to send a password reset

request

Forgot Your Password?

Enter your email address and we will send you
otp to reset your password.

Email Address

Email@work.com

&« Back
AUTOMATE. RELAX. REPEAT.

New to our platform?

Register as a new user

Check Your Email: Within a few minutes, you will receive an OTP email to verify the identity. This
link is typically valid for a limited time, so it's important to use it promptly.
Verify OTP: You have to provide the OTP to verify the account in order to proceed with

resetting the password

OTP Verification

Please enter the 6 digit code sent to your

registered email

Resend in 00 : 06

AUTOMATE. RELAX. REPEAT.

Copyright © 2023, Dokimes.ai and/or its affiliates | Public



7. Reset Your Password: After verifying the OTP, you will be redirected to the password reset

page.

1.Follow the on-screen instructions to set a new password for your account

2.Ensure that your new password meets any specified password requirements

3.To view the entered password, you can click on the eye icon L\

AUTOMATE. RELAX. REPEAT.

2.4.2.

After successfully resetting your password, you can log in to your account using your

new credentials:

Change Your Password

Enter a new password below to change your

password

New Password
(Use 8 or more characters with mix of letters, capital

letters, numbers and symbols)

=

assword is T ired

Confirm Password

Re-enter password

Logging in with Your New Password

1. Go to the product's login page (hitps://app.dokimes.ai/)

2. Enter your username or email.

3. Use the new password you created during the reset process.

4. Click "Sign In" to access your account.

Copyright © 2023, Dokimes.ai and/or its affiliates | Public


https://app.dokimes.ai/

3.

User Interface Overview

The User Interface (Ul) of our Dokimes Product is designed to provide an intuitive and efficient

experience for both new and experienced users. This section will walk you through the key elements of the

Ul and explain their functions.

3.1. Main Menu

The main menu is located on the left-hand side of the application window. It contains a set of

icons and labels, each representing a specific section or functionality within the application. Here's a

brief overview of the main menu options:

List of Projects: Manage your API testing projects and view project details.
Dashboard: Return to the dashboard from anywhere within the application.
Manage Users: Create, edit, and organize users within a project.

Integrations: webhooks enable automated API test execution in your CI/CD pipeline,
streamlining testing and ensuring software quality.

Settings: Get help, contact customer support, and access community forums.
Profile: It will display logged-in user information along with editing capability.

Logout: Sign out of your user account.

3.2. List of Projects

When the user login, the user will navigate to the list of projects page. Here the Admin users can view

all the projects and team member users will be able to view the projects allocated to them.

1. Access the List of Projects: Click on the first icon in the left navigation panel.
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List of Projects Q seorch ame I =]

Hame Description Mo of Users Created By

Ecstacy Shepping A wab application for orling SROpEing, Slowing Custmars 10 Bowse 7
products, add Tham to & Car, nd Secirnely COMDNETE Tarsactions

Crittyfs progect An crllre ressryetion syshe that enables customens o book fabies ot 3
reztaurants, providing real-time availabil iy inforeation and facilitating 2.

CSAF impln - Uit Testing CERF 1oken implement ataon unit 18s1ing z

2. Search Name: Search name option is to search the project name and the project with

searched name will be listed

3. Filter: Click on the filter E icon at the right fop corner, a popup will be displayed with
Activated, Deactivated, All options. You can select the option to list and click on the “Ok”

button

Filter Dialog

Show Projects

4. Grid/ List View: Click on the grid/lis’r E view icon, the page will be displayed either in

grid or list view
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List of Projects Q search Name \ a B

Ecstacy Shopping Critty's project CSRF impln - Unit Testing

A web application for online shopping, An online reservation system that CSRF token implementation unit testing
allowing customers to browse products, enables customers to book tables at

add them to a cart, and securely restaurants, providing real-time

complete transactions availability information and facilitating a

seamless booking experience. An onlin

No. of Users: 7 No. of Users: 3 No. of Users: 2

Create New Project: Admin users can create a new project by clicking on the “Create New
Project” button, a popup will be displayed. Enter the Project Name, Project description and

click on the “Save” button. The project will be saved and listed on the list of Projects

Create New Project

Project Mame"

Enter Project Namia harg

Project Descripticn

Enter Praject Description heng

Edit: Admin users are able to edit the project name and project description and clicking on

the editicon ¢ , a popup will be displayed. you can update the details and click on the

“Save" button. The details will be updated
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List Dfpmjmts @, Seorch Mamo |- m b Creats Maw Projact

Hama Description Mo of Usars Cragted By Actiong

Cretany Snhopping fiwsn spplication for anire shapping. ollowing customens o browes 7 Yigrastmusson Pondi
producis. add themiba s cor, angl ssoursly) complele anssctions

Crifey’s projest An anline resaration Systam that enablas customars to book tablas a1 3 vignashwarn Fandi ra H
tesakauTING, providing raal-1ime svalability informaticn and facitating a..

Deactivate/Reactivate: Admin users have access to deactivate and reactivate the project by

clicking on the three dofts * icon. a dropdown will be opened, click on the
deactivate/reactivate option, a popup will be displayed for the confirmation. Click on the
“Deactivate” or “Reactivate” button, the project will be either deactivated/reactivated

according to the selection.

List of PI‘E_IEG‘ES- | Q, SeorchMamo | - m + Create Maw Projact
Mame Deszriptian Mo of Usars Craatad By Actiong
Lptany Shopping Fwasa applicotion for anlre shopping. ollowing cuslomers o browse 7 Yigreshwaran Fand ra m

praducts, ade tuem ko = cor, ang ssouesly) complebe banssckiane

Deactivate project

Are you sure you want to deactivate this project?
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List of Projects @, Search Hame

Mame Dascription Fio. of Lisers Created Bu ACTIONS

Reactivala

Reactivate project

Do you want to Reactivate this project?

3.3. Dashboard

It provides an overview of recent test executions, APl coverage, statistics, and important

announcements

1. Access the Dashboard: Click the second icon n in left navigation panel

2. Select the project in the dropdown box at the top right corner

Dashboard Ecstacy Shopping -

Overall API Coverage Response Time Assertions

—Coversd NN Uncoversd I Response Assartion

Security Headers Overall Report Test Suite Execution

10

05
04
02

02
04
08
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AR ¥R kD

End to End Execution Report AP| Pass/Fail Based on Test Suite

3.4. Manage Users

The team members can view all the lists of users and the Admin users have access to create,

edit and manage the users.

1. Access the List of Users: Click on the third icon E in the left navigation panel.
2. Search Name: Search name opftion is fo search the user name and the user with searched

name will be listed

3. Filter: Click on the filter E icon at the right top corner, a popup will be displayed with
Activated, Deactivated, All options. You can select the option to list and click on the “Ok”

button

4. Grid/ List View: Click on the grid/lis’r E view icon, the page will be displayed either in

grid or list view

List of Users @ e

Prafile Email Fole Actions
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. Add New User/ Invite Users: Admin users can create a new user by clicking on the “Add New
User” button, a popup will be displayed. Enter the First Name,Last Name, Email Address, Role
of the user and click on the “Save” button. The user will be created and mail will be triggered

to the user with the temporary password. The user can login with temporary password and

reset the password in Dokimes

List of Users Add user b
o o Horme i_
- Ei — Rcle Actions
|
o ; Tast Lisar Rediminy ra
r | Eoil Address |
; Sample usar Rediminy ra
=

Edit: Admin users are able to edit the user details. Click on the editicon ¢ , a popup will be

displayed. you can update the details and click on the “Save” button. The user details will be

updated
List of Users Q = |
Prafile Email Aole Actions
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Add user

Firss Mame™

Tost

Last Mame

Wser

Email serps”
Testyseramal com|

Fole”

Agimin

7. Deactivate/Reactivate: Admin users have access to deactivate and reactivate the user by

clicking on the three dots : icon. a dropdown will be opened, click on the
activate/deactivate option, a popup will be displayed for the confirmation. Click on the

“Deactivate” or “Reactivate” button, the user will be either deactivated/reactivated

according to the selection.

Lfst Df UEETE Q, testuser | a +  Add Mew Liser
Prafils Email Fale Actions
& Tzt Lizer tesheerEgmaloom Adimin F E
1 Deactiate |
List of Users Q  tastuser | ’ m + Aok New Liser
Frefile Email Rale Actions
S I
Reaitivala
—

Reactivate user

Do you want to Reactivate this user?

Copyright © 2023, Dokimes.ai and/or its affiliates | Public



3.5. Settings

Settings provides the details about your plan subscription and usage.

1. Access the Settings: Click on the fifth icon ﬂin the left navigation panel, you can see the

other panel added near the left navigation panel.

3.5.1.

“faur Plan

Pran Status Start Date Ered Dt Days Laft
Fres spiond Diex 1 2023 et 25 2023 a
Extended Plan
Plan Status Stort Cake End Date Cays Left
e 26, 200 v 82023 a
Your Plan

Your plan provides the information about your current subscription plan and extended plan.

1.

Access Your plan: Click on the “Your Plan” button in the left navigation sub options
panel
Upgrade Plan: Click on the “Upgrade Plan” button to upgrade your plan with the given

opftion

Plan Exatus Start Data End Data Days Laft

Oct 25, 2023 o

Esxtand Your Plan

3. Extend Your Plan: This button will be enabled when your 14 days trial plan expires. Click
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on the “Extend your Plan” button, a popup will be displayed, you can see the features
listed which can be extended. Click on the “Extend Your Plan” button in the popup,

your plan will be extended for the next 14 days and the extended plan details will be

listed.
“four Plan
Prar Status Stert Date Ered Dote Days Left
i 023 il
|
Extanded Plan

Flan Status Start Date Endg Dte Dy Left

3.5.2. Usage

Coming Soon

3.5.3. General

Coming Soon

3.54. Notification

Integration with mail to receive notification on test execution and results

1. Access the Notification: Click on the “Notification” button in the left navigation sub

option panel

Motificetions

Woukly Dashbeard Repart

ks, rpce

AP and Erd 10 End Tast Reports
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3.5.5.

1.

Weekly Dashboard Report: The weekly dashboard report mail notification can be
enabled/disabled as per your option by check/uncheck the checkbox and click on the
“Save” button. As per the option selected. you will get a mail nofification of a weekly

summary of your project dashboard data

Notifications

Wisakly Dashbeard Repart

Wkl repeet
Gk & weakly summary of your subscription usage reports

APl and End to End Test Reports

Rscetve notification emails when your AR) test reparts ane ready, complste with 3 drect ink

APl and End to End Test Reports: APl and End to End test reports mail nofification can
enable/disable as per your option by check/uncheck the checkbox and click on the
“Save” button. Based on your selection, you will receive the mail nofification for the API

and End to End Test Reports

Maotifizations

\aexly Dashbogrd Report

About

Access the About: Click on the “About” button in left navigation sub option panel
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About

Dokimes.ai

AUTOMATE. RELAX. REPEAT.
powered by Clarium

WVarsm

& E0E3 Clarum AT rights resarvad,

3.5.6. Help

Understanding and using our platform effectively, whether you're new to Dokimes or looking
for specific guidance.

1. Access the Help: Click on the “Help” button in the left navigation sub option panel

Welcome ta Dakimes Halp

Getting Started
Wiglcame to Dokimes! This halp paga is your resowca far understanding and wsing our plattorm effectivaly. Whether you're new to

Dakimes or locking for speciic quidance, wa'ne hera to assist you

Mavigetion te platiorm

1 Dashboard: The Dashbaard provides an overview of your prajects, test suites, and recent activity

4. Integration: Define ard manage ntegr;

res of your projects.

Help topics

1 Uger Quides A comprahansive guide 10 weing Dokimas affactively,

2 AR Import: Sten-hi-sta) ons for imgontag AFIE

3 Test Suite Setup: Tigs Tor = g up BNd FUNAing tast euites

4. Trgubleghooting: Comenon eeved theair solutions.

S Intagration: How tointeqrate Dokimas with other 10005,
-

3.6. User Profile

Your user profile is the gateway to a personalized and secure experience with Dokimes. By
understanding how to access and manage your profile, you can tailor the tool to your preferences and

keep your information secure.
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1. Access the User Profile: Click on the n icon in the left navigation panel, you can view the

user profile details

(]

*

s

a5

» Tast Usar

¢ Edit Profile Ch Password
Wiew Profile Change Passwor

= 4
Ernail Address Full Mame Cantact Mumber
Jab Title Drganization WWabsite Link
Country Zip code

T

2. Edit Profile Details: Click on the “Edit Profile” button to edit the user profile. You can edit your

details and click on the “Save” button, the updated details will be saved.

[}

.

-

a8

» Tast Usar

° i Edit Profila Ch
Wiew Prafile | al Change Password

-

=

Emnail Address Full Hame Cantact Mumber
Jab Titka Deganization Wabsite Link
Countiy Zip code

P , Test User
testuser@clarium tect
- Edit Profile
» First Name Last Name
k-3 Test
< Email Address Contact Number
testuser@clariumtech 123) 456-7890
Job Title Organization Name
ssw Wark Place
Website Link Country
British Indian Ocean Territory
Zip Code
841009
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3. Edit Profile Picture: Click on the editicon ¢ near the user icon, a popup will be displayed. In
the popup click on the “Browser to select file” and select the image you need to attach. The

added image will be uploaded. Click on the “Upload” button, the profile will be uploaded.

Upload profile

Gs
Diag ans Drop File Rere .

w P

Brawse oo selece file
- E=

Uplosd profile

Browse 1o ielect fle

Accapisd fils - image

B [ |
re “ # Tast Llzar
testuse B ma Lo om
4% Edtit Frofla
* Firgt Hama Last Mame
£ | Taz | | Uzar |
~ Email Addrass Contact Mumber
| pesiusarBgrailcom | | Entar Cantact hiumbar |
Jab Title Crganizatian Hame
| Ented Job Tatke | | Miowk Plans: |
‘Website Link Country
Enber WeimhieLink | | Seleck the couniry |
Tip Code
Enter fp code |
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4. Delete Profile Picture: Click on the editicon # near the profile picture, a popup will be

displayed. in the popup, click on the “Delete” button, the uploaded picture will be deleted.

“ + Tast User
Ishsargmain
Edit Profile Upload profile b

First Nama: ] - B

[ tout 0] |

Emall Addrass ' ' 2

Jab Titte | L |
Enter Job Tighe i | o J

Wabsite Link

| Enbed Weksitalink |

Tip Code

| Enter Zip coda

1] » Tast Usar

4t Edit Profile

) First Nama Last Name

o

-

= Email Addrass Contact Mumber

Jab Title Organization Mams
Website Link Country
Zig Cade

3.7. Change Password
Changing your password is a simple yet crucial step in securing your Dokimes account.
1. Access the Change Password: Click on the n icon in the left navigation panel, you

can view the user profile details, here you will find the “Change Password” button. Click

on the button.

Copyright © 2023, Dokimes.ai and/or its affiliates | Public



Wienw Profils

Email Address

Tast User

teahEarERgTEloom

testur e ol Loom

Jab Titke
e

Country

Full Mame Cantact Mumber

st Liser 20} 4567080

Crganization \elabsite Link

Zip code
E1008

By following the steps outlined in this guide, you can ensure the safety of your account

and data.

a. Current Password: Here, User should input the current password that was currently

using.

b. New Password: In this field, the user should input the new password that must

match with our password requirements.

c. Confirm Password: This field will validate your new password by the previous input

field.

d. Password Requirements: In overall Dokimes product, Wherever the password

needed, that should follow the below requirement.

8 or more characters.

At least one lower case letter.

At least one upper case letter.

At least one numeric number.

At least one symbol.
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Change Password

n i L Current Password®

Hew Pagsrword”

Re-Enter Mew Passwond®

3. To view the entered password, you can click on the eye icon ©
4. Once dll the required input has been fill, click on the “Save” button, the password will

be changed

3.8. Logout

1. Access to Logout: Click on Them icon at the top right corner to log out

g
List of Projects (= [ @] + creots oo

Harme Description M of Ugars Craated By Actiong

4. Managing Projects

Managing projects is a fundamental aspect of using our product for API testing. And they
help you structure your API testing efforts and keep test cases and related resources organized. By
following these guidelines, you can set up your projects, add team members, and tailor project
settings to match your testing requirements, helping you maintain a structured and efficient API

testing workflow.

4.1. Project Overview

Projects may offer additional actions like running all test cases within a project, generating
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reports, and more. These actions are often available within the project workspace.

1. Access the Project Overview: Click on the first icon in the left navigation panel or
after the logging, the page will be landed to the list of projects page. Select the

project, will be navigated to project overview page

Demo Project

Qverview API Hub APl Test ~ E2E Tost ~ Advanced Testing +

Project Description

This project is created for demo purpase.

Members @
Admin(s):

At %k > @E

Team Member(s):

2. Add New Users: After configuring users and their roles under "Manage Users”. Now you
can assign the users to the projects by clicking on the “Add New Users” button, a
popup will be displayed. Select the User Name from the options provided a list of user
emails from the “Manage Users” section and select the role of the user in the project. To

add more users to the project click on the “Add User” button and click “Save” button

Add User
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Add User

User Name®

[

__ testmailzi@mailinator.com

james2Zi@mailinator.com

Add User

Lizor Hame®

testusar@pmall com

Liser Home" Snln®

samplauser@omallzem Team Mamber

S

Remove user form the project: In the Add user popup, click on the U icon to remove

the user from the project and click “Save” button

Add User

Lser Hame*

tastusarEpmail com

LUser Home* Hnin”

samplauser@pmallcom Tuam Mamber

Gzl “
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5. What is APlI-Hub?

The API Hub is a powerful feature within our Automated API Testing Product, designed to
streamline your testing efforts by providing a centralized location for managing and accessing APIs,
making it easy to work with APl endpoints and their configurations. In this section, we'll delve into the

APl Hub and explain how to leverage its capabilities effectively.

1. Access the API Hub: Click on the first icon in the left navigation panel or after the
logging, the page will be landed to the list of projects page. Select the project, and will

be navigated to the project overview page. Click on the “API Hub” tab

Ecstacy Shopping

f Overvie APl Hub AP| Test ¥ E2E Test ¥ dvanced Testing ¥

Select an option to add or generate API

Q Swagger

JSON/RAML/YAML
Swagger is an o AML,YA

JSON,RAM ML serves as AP

Security Details

Swagger URL

Enter URL here

5.1. Create a new Test API/s

Effortlessly streamline your testing process by directly utilizing your APl documentation as a
foundation for comprehensive testing scenarios. Seamlessly integrate your APl specs, endpoints, and
data from documentation, enabling quick and efficient test creation without any manual data entry
or duplication.

1. Access New Test APIl: To generate an API, choose one of the options below, such as

Swagger, JSON/RAML/YAML, or Add new API.
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Select an option to add or generate AP

Swagger JSON/RAML/YAML

Swagger is an open-source JSON,RAMLYAML serves as API
framework that allows developers documentation, and Dokimes
to design, build, docurment, and effortlessly supports it for API
consume RESTful web services. imparts, simplifying integration.

5.1.1. Swagger

Effortlessly add APIs using Swagger integration. Import APIs using a Swagger URL to streamline

the API setup process efficiently, saving valuable fime and resources.

1. Access the Swagger: Click on the Swagger section

2. Swagger Import: you will find the swagger URL input field, enter the swagger url in the

input field and click on the “Import” button

Ecstacy Shopping

L API Hub Pl Test v ECE Test v nced Testing ¥
o
a8
Select an option to add or generate API
o Swagger JSON/RAML/YAML
Swagg JSON,RAMLYA
<

Security Details

Swagger URL

Enter URL here

5.1.2. Import JSON/RAMI/YAML

Flexibility is at your fingertips with JSON import. Easily upload JSON files to add or APIs, providing
an alternate option for APl integration. Enjoy a hassle-free and user-friendly approach to expanding

your API offerings.

1. Access JSON/RAML/YAML: Click on the JSON/RAML/YAML section
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2. JSON/RAML/YAML Import: You can import files by dragging and dropping or click on
the “Browser to select files” button and upload .json,.raml, or.yaml files. A popup will be

displayed with the uploaded file and click on the “import” button.

Upload your API files here

o

Drag and drop files here

ar

{ Browse to select files 1

Accepted file type: json, raml, yaml only

Upload in progress

Flep== do not closs this soreen whie upload = in
pogrEs

5.1.3. Add New API

Coming soon

After successful integration from any of the above processes, you will see the view which will

have the API list from the document you import.
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Imparted API List

Sequence Number API Name #* Method Endpoint Action
APIODB4 Get entities from ContactCallection GET /ContactCollection o
APIOOBS Add new entity to ContactCallection PaST /CantactColiaction o
APIOOBS Get antities from ContactPersonalAddressCollection GET /CantactPersanslAddressCollection o
API008T Add new entity to ContactPersonaladdressCollaction POST /CantactPersanalAddressCollaction [u]
APIO0BE Add new entity to ContactAttachmentFolderCollection POST /ContactantachmentFalderCollection o
APIODBS Get entities from ContactTextCollestionCollection GET /CantactTextCollectionCollection o
APIOCS0 Add new entity to ContactTextCollectionCollection FOST FCantactTextCollectionCollection o
API00S1 Get entities fram ContactinternationalVersionCallectian GET /CantactintemationalVersionCollection s}
APIODSZ Add new entity to CentactintemationalversionCollection POST /CantactintamatienalversionCollection o
API0093 Get entities fram ContactlsContactPersonForCollection GET /ContactlsContactPersonForCollection o
emsperpage: | 10 1-100f 448 >

5.2. Managing the Test API/s

The API Hub will also provide the ability to edit or modify the added API details, such as API
name, and provide some capabilities options also. This section will guide you about the options that

are available in API Hub.

5.2.1. Delete All the API

It will delete the entire API list for the associated project. By doing this, follow the steps

below

1. Access the Delete All the API: Click on the O icon at top right corner next to the search
box of the “Imported API List” table. You will be prompted to a confirmation dialog box.
Because this action is typically irreversible. And click on the “Delete” button, all the

imported APl will be deleted permanently
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|= Il swagger URL

. e =

= | e E

»

o ‘Sequence Number APIName / Method Endpoint. Action

< APIO0B4 List scopes. GeT /scopes a
APIO0BS GET /scopes/Se o
APIO0BE. GET /scopes/(id) a
APIOOST GET a
APIOOBS GET o
APIODBS. GET a
API009O GeT o
APIOOST GET o
APID0S2 0. GET a
API00S3 GET o

. .

Confirm deletion

Do you really want to delete sl the data’?

5.2.2. Delete Single API

1. Access Single Endpoint Delete: You can even delete the single API, API List will contain

the O icon on each APl row. By clicking on that button, you will be prompted to the
confirmation page as like all APl deletions. Because this action is also irreversible.And

click on the “Delete” button, selected APl will be deleted permanently

=]
L
i Imported API List Q search o
A — p— — = p—
< s e
GeT =]
API00BS GET o
10087 GET o
API0OBS GeT o
API00BS. GET o
API00S0 GeT o
T =]
APIO0S2 oET =)
API00Z3 ceT )
| ,
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Confirm deletion

Do you really want to delete this data?

5.2.3. Edit API Name

1. Access the Edit API Name: In the header, you can find the “"API name” with 7 icon, if
you click you will see the below Ul where the user can edit the APl name and it

automatically get updated without user interaction.

Imported API List Q search [u]

1]
Sequence Number APIName 2 Method Endpoint Action

an

» APIO08B4 List scopes. GET /scopes [n)

o3 APIO08S Count scopes. GET /scopes/Scount ]
APIO086 Get a scope by ID. GET /scopes/{id} o
APIO0ST7 Solution scenarios versions ass GET /scopes/({id}/solutionScenarioVersions o
APIO0S8 Count solution scenario version GET /scopes/({id}/solutionScenarioVersions/Scount o
APIO089 List solution scenarios versions GET /solutionScenarioVersions ﬁ
abinnan Frunt enliitinn arenarin varainn aET IenlibinnQranarinarcinne /Qrmint i

5.24. Search API

It's a powerful feature that users easily search for the API that they want to test. And this
feature will get you a search list by considering the Sequence Number, APl Name, Method,

Endpoint.

1. Access the Search API: Search the input field with the search data and focusout from

the input field, the table rows will be updated with the searched related results.
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I
o

5.2.5. Pagination

This feature helps the user to configure the number of APIs to be listed per view, and users

can also navigate to the next set of APIs by clicking on the side arrows.

ASG ¥ Nk o>@ N

5.3. Security Details

Security details is a multifaceted area of concern that encompasses various aspects of

protecting your APls and the data they interact with.

1. Access the Security details: Click on the “Security Details” button, a popup will be

displayed
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Ecstacy Shopping

API Hub API Test v E2E Test v Advanced Testing v
Select an option to add or generate API

Swagger JSON/RAML/YAML
Swagger is an open-source JSON,RAMLYAML serves as API
framework that al developers documentation, and Dokimes
to design, build, document, and effortlessly supports it for API
consume RESTful web services. mports, simplifying integration

Security Details

Upload your API files here

@

Niraa and dran filas hera

5.3.1. Authentication Detail

Protect sensitive data with robust authentication features. There are four types of

authentication modes available for authentication.
e Bearer Token
e Cookie
e APlKey
And it also supports the “No Auth” option if the project has no security configuration.

1. Access the Authentication Detail: In the popup displayed, click on the “Authentication
Detail” tab, select an Auth type from the options (Cookie, Bearer Token, APl Key, No
Auth) and fill the corresponding value in the below input field(Authentication Name or

API Key) and click on the “Save” button

Security Details

Authentication Detail Environmental Detail

Auth Type™

Select Auth Type

Bearer Token

Cookie

No Auth

ApiKey
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5.3.2. Environment Detail

Users can configure multiple environments for a single project like Dev, QA, UAT, PROD. This
will be pre-listed, and it will be used when the user is about to test the API, they will prompt to

select the environment to test.

1. Access the Environmental Detail: Click on the “Environmental Detail” tab from the
popup displayed, Enter the Environment Name and Environment Base url and click on

the “Save” button . To add multiple environmental detail, click on the “Add Details”
button
Security Details
Authentication Detail Environmental Detail

Add Details

Environment Name* Environment Base Url *

5.4. APl Version Control

The API Hub often includes version control features that automatically update an API

endpoint if any new versions are available.

6. API Test Suite Configuration

It is an exciting step in harnessing the power of our Dokimes Product. With your API

endpoints in place, you can now create and configure your test suites effectively.

1. Access the APl Test: Go to the “API Test " section, and you will have a dropdown with
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three sets of actions.

Pemo Project (CE==——)

Setup API test Select the Method Test Suite Select to add AP

- Run History Log

2. API Setup Page: This allows the user to choose the APIs they want to create for test

cases.

3. Test Suite: Here, the users will see all the previously created Test suites in a card view,

along with some actions like re-run, edit, and delete

Test Suite Q, Search
Test Suite Name Created On Created By Actions

AP Test Suite 1 2023-10-24 021341PM Vinathkanna Gnanasekaran v s g

4. Run History Log: This will be the final stage of Test suite execution, on this page, users can
see all the pre-execute test suites in a list view. And each card will contain the test suite

status, report, and action.

Run History Log Q search

Run Name Test Suite Name Run Date Status Report Action Quality Check Status

Test suite 1 Test suite 1 2023-07-06 035358 PM Completedt 7 pefu ot applicable

6.1. Creating a New Test suite

6.1.1. APl Setup Page

In this page, the useris asked to choose their API for creating the test cases in the following manner,

1. Access the API Setup Page: Click on the API Setup from the tab dropdown
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Ecstacy Shopping |

At ¥k D

2. Select Method: This field will list the available unique APl methods from API Hub. Select
one or more methods from the “Select the Method” field to bring the associated APIs to

the next component. It performs a kind of filtering the API

Setup API test Select the Method

Choose Method v

Select all

POST

GET

O

O

O

[[] DELETE

(] put

[] paTCH

3. Select API: “Select to add API” field will list the associated APIs from the choice of
selected methods. (E.g.) If you choose a POST method, this component will only list the
APIs that have a POST method. And we have an option to search the APl with API

name or number in the “Search” field. You can also select all the API by checking the

“Select All”
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Setup AP test Select the Method Select to add API

POST - Choose AP -

- Q search

Select all

APIVI0000 - addDocumentTemplates

APIVIOOTE - getProgress

APIV10017 - saveBusinessinformation

O 0000

APIVI0018 - addDocumentDetalls

4. List of testing API's: After completion of API selection, the Ul page will look like below,
where you can see three sections, and it will bring all the selected APIs in the “List of
testing API's”.

Satug AP it Salaet the Mathad Zaleet 11 asd A5

et it b Sliplay P bt s % ol iy

5. Test Scenarios: Click on any of the listed API, it will list the automated pre-test scenarios

for ease and quick access in the second section

Setup AP st Sulact thu Mt had Sadust e add AP
L P Q, 4 5 0 Q, acat Q
""" » al r
3 , 5 ¥
¥ Duata i H
¥
5 stk i L gty

6. Test Cases: Click on any of the “Test Scenarios”, it will also list the automated pre-test
cases that are associated with the test scenarios. Wherein you can select the test cases

you want and add the test data to it by clicking on the “Test Data” button
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Satyg AP bnst Eelnct the Mathod Selnct o add AF

| S05T. GELDELETE. PUT, PAICH - ARVINI0E - devstaliooument. ARNVIDN0E - celseloanFar.»

O Swarch tisat sesnario

N R o o

[ #Pna000e - dalstalucumnt »> [0 Aeporseidakon ] [ "Coe vsiicts the vaid Status Code ez Onta

O #&rKI0003 - geiseeloarPacicipant * O FurgiicnsFasitie Yaldetion * [0 TCOE hdickatia erma el Stintus Codi Tt sty

] APRADD3E - sl Decumacrlizaib » [ Ot T Vadbziation » [0 "cod Velidate fre Screma Hodes T Ont
[0 Parmmeser valigeion H [[] TCOE hdickata e bienira Diskn T T Dby
[ Cesitem Vidickation »

7. Add Custom Test Case: Click on the “Custom Validation” test scenario, a “Add Custom

Test Case” button will be displayed on the top right corner of the three sections.

+ Add Custom Test Case

List of testing API's Q Search AP Test Scenario Test Cases (0)

[ APIVIDD0Z - deleteDocument > [[J  Respanse Validatian >
[] APIVIDOO3 - deletel oanParticipant > [J Functional/Positive Validation >
] APNVIDDDA - fetchAlDocumentDetails > | [[]  Data Type Validation >
[ Parameter Validation >
[0 custam Validation > No test case to display

Click on the """ button, a popup will be displayed. Enter the Test Case Name and Test Case

Description And click on the “Add” button.

Add Custom Test Case

Test Case Name*

Enter Test Case Name here

Test Case Description

Enter Test Case Description here
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+ Add Custom Test Case

List of testing API's ‘O\ Search AP ‘ Test Scenario |Q Search test scenarios ‘ Test Cases (1) |ﬁ‘
[J APVI0002 - deleteDocument > [ Response Validation > [ TCO1 New custom Test case Test Data
D APIV10003 - deleteLoanParticipant > D Functional/Positive Validation >
D APIV10004 - fetchAllDocumentDetails > D Data Type Validation >

D Parameter Validation >
D Custom Validation >

6.1.2. Test Data Generation for Test Case

Dokimes Automatically generates test data using Al, saving your time and effort while ensuring
consistent and reliable API testing.
Once the test cases are selected, our next step is to add test data for those associated test
cases.
1. Access the Test Data: Each test case will have a “Test Data” button, by clicking on that
button, a popup will be displayed
2. Inthis page, by default we display the “Data set1” with corresponding response objects
for the selected API. And Dokimes also provides the following set of options for test data

generation

List of testing 4Pvs |, Saarcn s Test Scanaria R saarch test scanarios Tast Casas (£] Q,

L] AFMWIDODZ - delsteDocumant > L] Pesporca validation b L) Too2 walidabe the walid Status Coda

[] ArFID0DGE - detan ant 2 ] Functicnal i il ¥ ] 703 Walicees tha bvalid Status Coda Tesit Gt

[] AFWIDODS - geilandaratails > ] Data Tups Yalidation b (] o4 walicatatha Schama Nodas Tt Cabs
(] Parametar Validation ) (] Tco05 Walidsta the Modes Data Tups Tast Cabs

Copyright © 2023, Dokimes.ai and/or its affiliates | Public



Setup test parameters

Add new data set
APIVI0000 | TCOZ - Validate the valid Status Code
Data Set1 o v &
O httpStatusCode * documentType documentSection formName documentid
O string string string int32

@  Generate test data + Add new row

3. Manual Data: The user can manually enter the expected values in the table
4. Avuto-Generated Data: Dokimes provides a “Generate Test Data” button which will

automatically generate the test data for associated APIs.

Setup tast parameters

P p—— - . A e it st
10002 | TGOE - Walidate the valld Stotus Code
CataS=t 1 g% &
[H] htipStatusCode © documanti *

a5 059E-a000-d033-Bel5-3cd3bIBa 25

5. Data Set: As we can provide a multiple Data Set for a single test case. By using the “Add

New Data Set” button on the top right corner. And Each Data set will have the following

opftions.

a. Delete: Click onthe U icon, this will allow the user to delete the complete data

seft.

b. Download: By clicking on the ! icon, it will download the created data setin

Xlsx format.

c. Import: By clicking on the |1| icon, we can add the test data by importing the

external data file which is in xlsx format.
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d. Add New Row: By clicking on the “Add new data set” button at the top right
corner, it allows the user to add multiple test data entries under one data set.
Where the user will have the choice to select the test data to be performed for

test execution

.3

e. Data set name change: By clicking on the 7 icon, you can change the dat set

Setup test parameters
Add new data set
APIVIDOOO | TCOZ - Validate the valid Status Code
DataSet3 o ova
O httpStatusCode * documentType documentSection formName documentld
0O string string string int32
@  Generate test data + Add new row
DataSet1 4 owv
0O httpStatusCode * documentType documentSection formName documentld
D 200 Other Call response under exact Janet Dennis S
@  Generste test data +  Add new row
[ooen |

f. Test Data Selection: By clicking on the data checkbox, clicking on the “Save”

button the data will be added in the test suite execution.

Sefup test parameters m
ARIAODOZ | TCOE - Valigste the vsiid Stacus Code
(RELE=CTR g 7 o4
(<] htipStatusCoda Socumantic *
I 200 28TE 059520984053 Bel5-3ed1F30IBaEE
WS Genemes tes dote Ao o rgr
° °
6.1.3. Creating a Test Suites

Prior to the creation of test suites, we have to complete the test case creation along with their test

data generation. Once complete, you can see the number of test data added for each

associated API.
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After that, select the API, Test scenario and Test case to create the test suite by clicking the
“Create Test Suite” button on the top right corner, by actioning this button It will bring the new

popup view where we add test suite information.

Ecstacy Shopping + Create test euil
AP Tesl
Sabp AF st Sohact tha Mathod Salnot to aod AF
POST. GET, DELETE, PUT, PATCH b APNIDOCZ - gelateDecumant, AFIVIOOOS - delalelaarFar.. =
Q Tas Q, T 1 Q,

0; t 3 B Responsa validat * M ooz t [1] i
[l L 1 > TC03 1 t
[l 1 > 1 » t

> TC0s 1 t

1. Test Name: Add a Unique name for Test suite.
2. Quality Check Value: It's an optional input field, and the provided value will
cross-check with the test suite result and acknowledge whether the executed test suite

meets the quality check or not.

Click on the “Save test suite” button, the test will be created and navigate to the test

suite list page.
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Name your test suite X

Enter Name *

E.g.Namel23

Quality Check Value
E.g.60

6.2. Test Execution Options

Upon creation of test suites, the user will land on the test suite list page, Where the user can see all

the created test suites, and, on each test suite will have the following capabilities.

1. Access the Test suite: Click on the “Test suite” option the API Test dropdown

Test Suite Q, Seard!

Test Suite Name: Created On Created By

New test suite 1 2023-07.07 04:30:45 PM Aparnaa Mahendran ¥ BunTest
2023-07-06 035349 PM Apamaa Mahendran Run Test

Test suite 2 2023-06-28 05:09:46 PM Apamaa Mahendran Run Test

<
o o o o

Test suite 1 2023-06-28 05:09:13 PM

6.2.1. Run-Test

This is the point where we will start the test execution. When we click on “Run Test” button, it will

bring the pop-up view where we have to provide the below information,

1. Environment Details: Users have to provide the environment details on which this test suite
should run which should be added in the Security Details .

2. Token: If any token is needed for authentication or APl execution purpose.

Click on the “Run Test” button, the test suite will start executing
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Name Your Test Run

Enter Name

New test suite 1- Run 1

Environmental Details ™

Environment Name

Enter the Token ™
E.g.Bearer Token_here...

Please fill the auth details in APl hub tab

6.2.2. Edit

This feature allows the user to modify or update the test suite information like updating the test

APIs, test scenarios, Test cases, and test data. On clicking on the / icon, the user will be

redirected to the “API Setup Page” with pre-selected details.

6.2.3. Delete

This allows the user to delete the test suite from the list after confirming from the confirmation

popup. And this action is irreversible. On clicking on the u icon, the test suite will be deleted

permanently.

Confirm deletion

Do you really want to delate this data?

E=f -]

6.3. Monitoring Test Progress

After executing the test suite, the details will be captured in the “Run History Log” section. Where

Copyright © 2023, Dokimes.ai and/or its affiliates | Public



the user will monitor the test execution progress. This provides the test execution status, report, and

quality check status, and action.

1. Access the Run History Log: Click on the “Run History Log” from the API Test dropdown

2. Status: This gives you an execution status like In-Progress, Completed or Execution
Failed.

3. Report: By clicking on the “View” button, it will download the auto generated .html
report with the test execution details.

4. Action: It helps the user when they want to re-run the test suite.

5. Quality Check Status: This gives you the status of the Quality check

Run History Log Q Searct
Run Name Test Suite Name Aun Date Status Report Action Quality Check Status

New test suite 1-Run 1 New test suite 1 2023-10-24 045855 PM Execution Failed

W

In Progress

Test suite 1 Test suite 1 2023-07-6 D3:53:58 PM ompletad

Q

6.4. Viewing Test Resulis

Once the test execution is completed, we can find the auto generated HTML report from the

“Run History Log” section. On each log, we have a “View” button that will download the report.

SwaggerAutomationReport.html Jul6,2023 08:24:43 AM

Otest(s) passed
1test(s) failed, 0 others

checkApplicantOwnerStatus checkApplicantOwnerStatus

Jul 6, 2023 08:24:44 AM
[ —

Status  Timestamp Details

8:24:44 AM Endpoint URL: /orig/exp/api/applicant/check-owner-status

8:24:44 AM Status Code: 401
8:24:44 AM Query Params: {=, parentParticipantid=wxumckxpex}

8:24:44 AM Test failed!

7. End To End Testing

Dokmies validates the entire user journey by testing the interaction between various APls and
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Components, ensuring a smooth and cohesive experience for end - users.

We will explore how to conduct End-to-End (E2E) testing using our tool. E2E testing is a criticall

aspect of ensuring the reliability and functionality of your applications. This guide will walk you

through the process of setting up and running E2E tests, allowing you to validate your APIs

comprehensively.

1.

Access the E2E Test: Go to the “E2E Test " Tab section, and you will have a dropdown

with three sets of actions.

=8 Ecstacy Shopping
“ -
Salect an option to add or generate AP E2E AP Setup Page
* .
Rur EZE Teal
-]

Sweagoer JEOMS RAML ML

Rur Hiztory Log

E2E API Setup Page: This allows the user to choose the APIs they want to create for test

cases.

Run E2E Test: Here, the users will see all the previously created Test suites in a card view,

along with some actions like re-run, edit, and delete

Run E2E Test Q  searc
Test Suite Name Created On Created By Actions
ga-bug-test 2023-1-15 05:50:11 PM Aparnaa Mahendran ~  Run Test Va o

loan product information 2023-10-17 05:46:13 PM Aparnaa Mahendran v Run Test Va o

4. Run History Log: This will be the final stage of Test suite execution, on this page, users can

see all the pre-execute test suites in a list view. And each card will contain the test suite

status, report, and action.

Run History Log Q
Run Name Test Suite Name Run Date Status Report Action Quality Check Status

est suite 1 Test suite 1 2023.07-06 035358 PM Gompleted )

7.1. E2E API Setup page
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This option will take you to the page where you can set up the API collections for E2E journey.

Where it provides you with multiple powerful features that help you to test on the entire user journey.

1. Access the E2E API Setup Page: Click on the E2E API Setup from the tab dropdown

Ecstacy Shopping | | |

E2E Tast

EZE #F1 Salup Page

EZE Satup AP Tast Zaloct to acd AR fun E2E Tast

Fun History Leg

2. Select API: “Select to add API” will list all the APIs that are available for the selected

project and Users can choose multiple APIs to be tested for E2E by selecting the
checkbox. And we have an option to search the APl with APl name or number in the
“Search” field. You can also select all the APl by checking the “Select All”

E2E Setup AP Test Selnct ta add AP

O o ooy e

List of API's: After completion of API selection, it will list all the selected APIs with “Order
Number”, which helps the user to identify the ordering of the API collection to be

performed in E2E testing. Still, users can modify the order of the API to be tested by

clicking on the icon, drag and drop in the specific order

3 Sarp i Tt er 12 0 B

Lkl &7 Taaz Dwta

a:  wiDommerieginm EPoim:  orgimpieepicwnt i doomet-enpir

Sacunarid Cacarmnaionasnt rer sy
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4. Test Data: In this section, we will add the test data for selected API, on every API
selection, this section will display the corresponding response model object with input

field where user will enter the expected value.

Each node will have a dropdown to specify the purpose like whether this node is used
forrequest body, Header, Path Param, or Query Param. This way users can connect the

different APIs.

(E.g.) Consider if API-2 will be executed only based on API-1 response, follow the below

steps,

i. Selectthe API-2, and you will be listed with respective response nodes.

ii. Click the dropdown of the node which you want the value from API-1 and select the
appropriate request type.

ii.  Forinput value, you must specify the API-1 sequence number by typing, as soon as you
start typing, it will automatically list the APl sequence numbers for ease.

iv.  Upon selection, you should use “Dot”(.) annotation for accessing the API-1 response
nodes, with that you can select the actual node name.

v. Click on the “Save” button to store the test data changes
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Test Data

APIName : Get entities from ContactCollection

@ Generate test data

Endpoint : /ContactCollection

Stop $skip
i integer ] [ integer ]
I Request Body v] I Request Bady ~ I
Request Body [ ]
Header
Sinlinecount
Path Param
I string l
Query Param
1—nmmn1g—v] Request Body -

Test Data

AP|Name : Add new entity to ContactCollection Endpaint : /ContactCollection

@ Generate test data

string ]

[ Request Body -

apiD084.response| I

d_results_CorporateAccount_C...
d_results_ContactlsContactPer..

d_results_CorporateAccount_C...
City

string
Request Body -

| d_results_C C..

d_results_CorporateAccount_C..

e

vi.  Repeat the process for your entire API collection.

5. Save: We have option to save the temporary changes by clicking on the “Save” button

Ecstacy Shopping

Overview

EZE Setup API Test

List of API's

Order Sequence
Number Number
= 1 APIVIOD00
= 2 APIVIDOO1

API Hub

Select to add API

APl Test

+ Create E2E Test Save

E2E Test ~ Advanced Testing ~

APIV10000 - addDocumentTemplates, APIV10001 - checkA. ..~

API Name Method

addDocumentTempla
tes

POST

checkApplicantOwne
rStatus

GET

Name :

Test Data
addDocumentTemplates EndPoi
document-templates
@ Generate test data -
Save
documentType documentSection I

6. Create E2E Test: Finally, click on the “Create E2E Test” button,a popup will be displayed,

enter the test suite name and click on the “Save E2E test svite” button, to store the E2E

Test for execution

Mame your EZE test suite

Enber Hama *

Eg.Hama123
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7.2. Test Execution Options

Upon creation of test suites, the user will land on the test suite list page, Where the user can see all the
created test suites, and, on each test suite will have the following capabilities.

1. Access the Run E2E Test: Click on the “Run E2E Test” option the E2E Test dropdown

Ecstacy Shopping
Orwarsian AP1Hub: AP Tast v EZE Tast ~ Advanced Teating v
E2E AR Sotup Fago
Fun E2E Test | Q, =Zeach
Fun Teest
Tzt Sulbe Name Created On Cmulﬁl Run History Log Actions
ge-bug-test 20631115 055011 P Apernon Mahendrae v Bolst | A T
Lo procksct infammation 20E3-10-17 Q54813 P Aaarnaa Hahandran « BunTast | (]
hars per page | mwoow | [y

2. Run Test: This is the point where we will start the test execution. When we click on “Run
Test” button, it will bring the pop-up view where we have to provide the below
information,

a. Environment Details: Users have to provide the environment details on which this

test suite should run which should be added in the Security Details.

b. Click on the “Run Test” button, the E2E test suite will start executing

Mama Your Test Aun

Entar Hama

eat - Fun 2

Erveircnmantal Datails *

Enviranment Mame

3. Edit: This feature allows the user to modify or update the E2E test suite information like

updating the test APIs, and test data. On clicking on the 7 icon, the user will be
redirected to the “E2E API Setup Page” with pre-selected details.

4. Delete: Click on the U icon, this allows the user to delete the E2E test suite from the list
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after confirming from the confirmation popup. And this action is irreversible. On clicking

the “Delete” button, the test suite will be deleted permanently.

Confirm deletion

Da you really want to delete this data?

7.3. Monitoring Test Progress

After executing the E2E test suite, the details will be captured in the “Run History Log” section.

Where the user will monitor the test execution progress. This provides the E2E test execution status,

report and action.

1. Access the Run History Log: Click on the “Run History Log” from the E2E Test dropdown

2. Status: This gives you an execution status like In-Progress, Completed or Execution

Failed.

3. Report: By clicking on the “View” button, it will download the auto generated .html

report with the test execution details.

4. Action: Click on the “Re-Run Test” button, it helps the user when they want to re-run the

test suite.

7.4. Viewing Test Results

Once the test execution is completed,

we can find the auto generated HTML report from the
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“Run History Log” section. On each log, we have a “View” button that will download the report.

SwaggerAutomationReport.html Jul6, 2023 08:24:43 AM

Otest(s) passed
1test(s) failed, 0 others

checkApplicantOwnerStatus checkApplicantOwnerStatus

Jul 6, 2023 08:24:44 AM
[ETE e e—

Status  Timestamp Details
8:24:44 AM Endpoint URL: /orig/exp/api/applicant/check-owner-status
8:24:44 AM Status Code: 401
8:24:44 AM Query Params: {=, parentParticipantld=wxumckxpex}

8:24:44 AM Test failed!

8. Advanced Testing

Advanced Testing in API testing allows you to explore complex scenarios, advanced features,
and strategies for improving your API testing capabilities.
1. Access the Advanced Testing: Go to the “Advanced Testing " Tab section, and you will

have a dropdown with two sets of actions

Ecstacy Shapping

Tzt w EZE Taat w Advervend Testing

Zecwrity Test

Parfarmance Test Q uﬂ |§

Parlormancs Tesd

AP M Endpcint AP Responss Time Simtus

wifFarticipant Forigsen fapi fauthelogin 13094Ems Fail

8.1. Security Testing

Security Testing provides details about how secure your APIs are. These security tests are
validated based on the APl response headers. Provides a grade for all the APIs and overall
security summary report. The Security summary report gives the details about the API Available
headers, missing headers, warning headers and Grade.

1. Access the security Testing: Click on the “Security Test” option from the Advanced

Testing tab section
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Ecstacy Shopping

Chamryley A b AP Tet = EZE Test = Advancad Teating -
Security Surmmary Report

Perfarmance Tast
Warming: Grade copped at E, flasse se warmings below @

2. Legends: Click on the L] icon, the popup will be displayed with details about the

grades.

Grades

PP Losser than 100%
Graater than or equal to 90% to 80%
Bl Grester than or equal to 70%
Greater than or equal to 60%

Greater than or equal to 50%

Lesser than or equal to 40%

3. Download as Excel: Click on the g8 icon, an Excel document will be downloaded with

security report details.

4. Download as PDF: Click on the = icon, a PDF document will be downloaded with the
security report details.

5. Search APl Name: Search the APl Name to filter the API details

Security Summany Repart
Warning: Grade canped at E, pleas soe warnings below.
ol AP in A Crac : O hof APTE 8 G s O Fhor ol AP i D Grada = O
Mo of APFain A Crade: 0 Baziof APTE in C Geitur s 0 Feaol 8Pw i E Gramdie 1
Security Headars Q,  Seanch 4R Nama |I ﬂl 15 I
4 Ha seraiatin Henders Missing Headers Mt e
me [Endpaint L]
® R Polioy  HREL S G SiseiyPelny K gkl pobey
. = B Frirea- Optir + wera
wir APt .w:w-‘ap\r 3¢ Cririee g Evvnbon Podiy % Coma O Dy iy E
euthyogin K G Ty Dot
® Roouce-Paky = # i inntby
Farea por page- S 1-12401
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8.2. Performance Testing

The Performance Tests provide the details of an APl with respect to the APIs response time.
Each APl is validated based on the standard response time of APIs (i.e., One second) and
provided with status. The report provided here can be downloaded in the form of an Excel
document.

1. Access the Performance Testing: Click on the “Performance Test” option from the

Advanced Testing tab section

Ecstacy Shopping

Advanced Testing -

Soourity Tast

Parfarmance Test a, as =

AP1 Home Endpaint AP Responss Time Smtus

i fyPtici pant ferigiaen api AUt lngin 13094Ems Fail

2. Download as Excel: Click on the g8 icon, an Excel document will be downloaded with
performance report details.
3. Download as PDF: Click on the = icon, a PDF document will be downloaded with the

performance report details.

4. Search: Search the APl Name to filter the API details

T v EZE Tl T Advencad Tosting =
AP S = 3P gz Thrvma Stalo
iy Pk gt el anptapiintvlign 13004 Eii Fill
[
deichLoarProdusiinformation o g fespiapisaon Frani/pet-oen-produ ot ronmetion 0Tms Pass
sl i Pe st nlerm g e ot gy -l - produ . e o £33mi Porig

9. Integrations

Integrations are a key component of our Dokimes Product, allowing you to connect with other
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tools and services to enhance your testing capabilities. This section explores the various integrations

available and how to set them up.

9.1. Supported Integrations

Our product supports a range of integrations with popular tools and services commonly used
in the software development and testing landscape. Some of the supported integrations include:
1. Continuous Integration/Continuous Deployment (Cl/CD) Tools: Integration with CI/CD

platforms to automate test execution within your development pipeline.

9.2. Webhook Integrations

Webhook integrations are a valuable tool in our Automated API Testing Product, providing
real-time notifications and the ability to automate actions in response to test events. By setting up
and using webhooks effectively, you can enhance your testing workflow and improve

collaboration and visibility within your development and testing teams.

1. Access the Webhook Integrations: Go to the main menu, click on the ﬂ icon in left
navigation panel

2. Search: Search the Webhook name, the list will be displayed with the searched data

Webhook

+ Creats Webhook I

Fama Craatod By Last Dalho na Actions

=]
1]
i Y
=
-

3. Create Webhook: To create a webhook, please follow the steps,
a. Clicking on the “Create webhook” button, will pop up a create webhook view.

Where, we have to provide the following information to create a webhook.

i. Organization name

i. Project name: (It will be a dropdown with listing the available projects for

the logged in user).
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ii. Selectto ass Test Suites: (This component is a dropdown with listing the

available test suites for the previously selected project.

iv. Textto generate the secret key: Secret key will be generated with text

given

v.  Webhook name: Provide a unique name which can be identified for the
purpose and test suite of the project.

b. Save: Click “Save” to submit the details and the webhook will be listed.

Create Webhook Create Webhook X

Organization Name Select to add Test Suites™

Clarium Tech ‘ Choose Test Suites v ’

Project Name Text to generate the secret key”

Ecstacy Shopping ‘ I

Select to add Test Suites™ Webhook Name*

Choose Test Suites ‘ l

Tevt tn nenerate the earrat ko™

Webhook Eostacy Shopping =

Dokimes webhaoks enable automated AP test execution in your CI/CO pipeline, streamlining testing and ensuring software quality.

Q, Search

Name. Greated By Last Delivery Actions

web test 1 Aparmaa Mahandran Aug T1, 2023, 10:2329 PM olm|ale

Wams per page: 5 1-1of1

9.2.1. Actions

Every created webhook has a set of actions which willimprove the integration process and test

execution.
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hgmy Croated Oy L=t Delivery Actionz

Wsighook: bet Apernps Mahendman Heow %, 20EE, 1:14;14 Prd @ B i o

e pesr peae: 5 b=lhaf 1

1. History: Click on the 9 icon, it will list the previously executed webhook deliverable log.

Recent Deliveries X Recent Deliveries
Oct 26, 2023, 52723 PM v
Oct 27 2023, 123315 PM
Oct 26, 2023, 5:33:32 PM v 0C Status:
Actual QC Percentage:
Oct 27, 2023, 12:51:20 PM v
B | Rt
unt.
Fail Test Case Count:
Oct 27 2023, 125149 FM w
¢4 Download
Oct 27, 2023, 12:51:58 PM w

2. Script: Click on the = icon, a popup will be displayed, it helps to set up the process

with the auto generated webhook ID.

CLI Setup

e Download the latest node version and install Click here to Download
¢ Download the Dokimes CLI package Click here to Download
e Instructions to download CLI package Click here

Webhook 9c47d91a-5¢57-45d3-b649-b6eSeee66a26
ID:

3. Delete: Clickon the ® icon, a popup will be displayed for a delete confirmation. It will

remove the webhook when the user clicks on the “Delete” button.
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Confirm deletion

Do you really want to delete this Webhook?

4. Secret Key: Click on the @7 icon, a pop will be displayed with a secret key. This secret

key is used for the webhook integration pipeline.

Secret Key

10. Test Reporting

Test reports provide a detailed overview of the test execution process, including test case
results, pass/fail status, response details, and any issues detected during testing. These reports

serve several important purposes:

10.1. Generating Test Reports

Test reports are typically generated automatically after each test execution. To access
and generate test reports, go to the "Run History Log” section where you can find the “View”
button on each test suite result, by clicking on that button, you will be downloaded with the HTML

format report.
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SwaggerAutomationReport.html Jul6,2023 08:24:43 AM

0 test(s) passed
1 test(s) failed, 0 others

checkApplicantOwnerStatus checkApplicantOwnerStatus

106, 2023 08.24:44 AM
[Jule,202308:24:44AM | Jul6,2023 08:24:44 avt (GHGOSRZEMS)
Status  Timestamp Details
8:24:44AM Endpoint URL: /orig/exp/api/applicant/check-owner-status
8:24:44AM Status Code: 401
824:44AM Query Params: {, parentParticipantid=wxumckxpex}

8:24:44 AM Test failed!

A typical test report includes the following information:

1. Test Case Overview: A list of test cases executed during the test run, along with their pass/fail
status.

2. Response Details: Detailed information about the responses received during the test
execution, including headers and body content.

3. Assertions and Vadlidations: Information about the assertions and validations applied during the
test execution, including whether they passed or failed.

4. Execution Date and Time: The date and time of the test execution, which helps track when the
test occurred.

5. Execution Environment: Information about the test environment, such as the server, APl version,

or other relevant details.

10.2.  Project Reports

Easily visualize complex data with interactive graphs provided by the platform. DOKIMES
presents test reports in a simplified and engaging manner, allowing you to understand test results

at a glance.

Copyright © 2023, Dokimes.ai and/or its affiliates | Public



Overall AP| Coverage Response Time Assertions

10

[T}
08
07
05
05
04
03
02
o
]
Fail
N Responss Assertion
Security Headers Overall Report Test Suite Execution
10
08
o8
o1
08
05
04
03
0z
WS XFrame-Options WSS Referrer-Policy WS server W NEL WENEN X-Contert.Typs-Options o
— ity-Policy NN permssions-policy W Cross-Origin-Embedder-Policy g o
D g g N AB o gB P
M Gross-Origin-Opener-Poiicy I Cross-Origin-Resource-Policy IR sirict-ransport-secuity B T T Y e T
End to End Execution Report AP| Pass/Fail Based on Test Suite
10
10242023
s
08
10-22.2023
07
10212023
10-20-2023 08
10-19-2023 o8
10-18-2023 04
10172023 03
10-16-2023 02
10-15-2023 01
] 01 02 o 04 os 05 07 0 08 0 o
I Pass count Fail count I Pass coun " F

10.3. Sharing and Exporting Reports

Sharing test reports with your team and stakeholders is a crucial part of the testing process. You

can share reports in various ways:

1. Export to HTML: This allows you to export test reports to HTML format, making it easy to share via
email or document-sharing platforms.
2. Integration with Collaboration Tools: Integrate your testing tool with collaboration platforms like

Slack, email or Microsoft Teams to automatically share reports with the relevant channels.
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11. Troubleshooting and Debugging

11.1. Common Issues and Solutions

Understanding common issues that can arise during API testing is the first step toward effective

troubleshooting. Some common problems include:

1. Test Failures: Test cases may fail due to various reasons, such as incorrect assertions, issues with
the API, or changes in the API structure.

2. Authentication Problems: Problems related to APl authentication or authorization can lead to
test failures.

3. Data Issues: Invalid or incorrect test data can cause issues in your test cases.

4. Environment Mismatches: Testing against the wrong environment or configuration can lead to

unexpected results.

11.2. Troubleshooting Steps

When you encounter issues in your APl testing, follow these troubleshooting steps:

11.2.1. Review Test Logs

Start by reviewing the test logs and error messages. They often contain valuable

information about the cause of the issue.

11.2.2. Inspect Test Data

Verify that the test data used in your test cases is correct and up to date. Incorrect data

can lead to test failures.

11.2.3. Check Assertions

Examine your assertions to ensure they accurately reflect the expected behavior of the

API.
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11.2.4. Environment Checks

Ensure that you are testing against the correct environment, whether it's a development,

staging, or production server.

11.2.5. Avuthentication Checks

Double-check the authentication and authorization mechanisms used in your test cases to

ensure they are valid.

12. Supports and Resources

We are dedicated to your success and strive to provide the support and resources you need
to excel in API testing. Whether you have questions, require assistance, or seek to enhance your skills,

our comprehensive support and resources are here to help you at every step of your journey.

12.1. Contacting Customer Support

We offer various avenues for you to get assistance with any issues, questions, or challenges you

encounter while using our product:

1. Email Support: Reach out to our dedicated support team via email at contactus@dokimes.qi

for prompt assistance.

2. Knowledge Base: Explore our extensive knowledge base, which includes articles, FAQs, and
how-to guides covering a wide range of topics related to the product.

3. Community Forums: Coming soon.

12.2. Product Documentation

Our product documentation is a valuable resource for users of all levels. The documentation
includes user guides, tutorials, and reference materials to help you make the most of the product's
features and capabilities. Here's what you can find in our documentation:

1. User Guides: Comprehensive guides that cover product usage, features, and best

practices.
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12.3.

Tutorials: Step-by-step tutorials that take you through common tasks and scenarios.
Reference Materials: Detailed technical documentation, including API references and
data structure information.

Frequently Asked Questions (FAQs): Answers to common questions and troubleshooting

tips.

Product updates and Announcements

Blogs: Visit our blog to read about product updates, best practices, and industry insights.
Social Media: Follow us on social media platforms like Twitter, LinkedIn, and Facebook for

real-time updates and to engage with our community.

Copyright © 2023, Dokimes.ai and/or its affiliates | Public



